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Information Security Policy Statement 

Introduction 
 
Gardner FRD has become increasingly dependent upon the availability and integrity of its computer based 
information and IT services for many aspects of design, research and administration. This makes it all the more 
essential to protect against the increasing risks facing the IT systems and infrastructure which form the basis of these 
essential services. 

Objectives 
 
The objectives of this Information Security Policy are to: 
 

• Protect against the potential consequences of breaches of confidentiality, failures of integrity or 
interruptions to the availability of that information. 

 
• Ensure that all the company information assets and computing and network facilities are protected 

against damage, loss or misuse. 
 

• Ensure that all staff of the company are aware of and comply with UK and EU law which applies to the 
processing of information. 

 
• Increase awareness and understanding across the company of the requirements of information security, 

and the direct responsibilities of users for protecting the confidentiality and integrity of the data which they 
themselves handle. 

 
Scope and Policy Structure 
 
This document contains the high level policies which are seen as vital to protect the information assets. Subsidiary 
information security policies are contained within the more detailed Information Security Codes of Practice, and 
these shall be considered part of this information security policy and have equal standing. 
 
This set of policies are applicable to and is to be communicated to staff, and other organisations or individuals who 
have access either to company confidential or sensitive information, or to company computing and network 
facilities. 
 
All Departments within the company are required to comply with this Information Security Policy. If there are 
reasons in the short term why compliance with some policies is not yet possible, then plans must be made to 
achieve compliance over a stated period of time to raise current practice to the required standard. 
 
The policies and associated Codes of Practice shall be reviewed and updated regularly to ensure they remain 
appropriate, for example in the light of any relevant changes in technology, the law, company policies or 
contractual obligations. 

Risk Assessment and Management 
Risks assessment and management is seen as a vital component of Information Security. To determine the 
appropriate level of security measures to be applied to information systems, it is important that a process of risk 
assessment is carried out for each system to identify the probability and impact of security failures. This will be 
done by IT Services with assistance from the appropriate Department Director or Manager. 

Responsibilities for Information Security 
Information security within the company is managed by IT Services, Responsibility for Information Security falls 
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into the remit of the Managing Director.  IT Services objective is to ensure that there is clear direction and visible 
support for security initiatives. The Managing Director shall promote security through appropriate commitment 
and adequate resourcing. 
 
The responsibility for ensuring the protection of information systems, and ensuring that specific security 
processes are carried out, lies with appropriate Department Director or Manager, managing that information 
system. 
 
Specialist advice on information security shall be made available throughout the company from IT Services. 
 
Individual members of staff, also have specific responsibilities for Information Security, and these are made 
clear in this policy document, the associated Codes of Practice, and the General Conditions of Use of 
Computing and Network Facilities. 
 

Compliance 

This Information Security Policy as well as the company’s General Conditions of Use of Computing and Network 
Facilities, sets out all staff responsibilities in respect of their use of computer based information systems and data. 
Compliance with the Information Security Policy and General Conditions of Use of Computing and Network 
Facilities forms part of the Terms and Conditions of Employment of a member of staff. 
 
All staff and any third party’s with access to the company’s information or computing systems will comply with the 
company’s Information Security Policy and the GDP regulations, and where appropriate their compliance will be 
monitored. 
 
The company will provide specific guidance on legal compliance, and line managers must also provide specific 
guidance on legal compliance to any member of staff whose duties require it. 
 
Guidance documents will be made available to all computer users through the company’s intranet covering the key 
aspects of the law of copyright, in so far as they relate to the use of information systems. Guidance will also 
available on the key aspects of computer misuse legislation, as well as providing a more general list of legal 
requirements. 
 
The company will only process, disclose and share personal data in accordance with the requirements of the 
Data Protection legislation and the company’s Data Protection Policy. Personal or confidential information will 
only be disclosed or shared where an employee has been authorised to do so. 
 
Where personal data is being transferred to any external organisation then the guidance must be followed as 
per the Data Protection Act 2018 & GDP regulations and company guidance. 
 
Retention and destruction of information must be in accordance with the company Guidelines and Policy- This 
defines appropriate lengths of time for different types of information to be held, taking into account legal obligations. 
Data will not be destroyed prior to the expiry of the relevant retention period and should not be retained beyond that 
period without good reason. During the retention period appropriate technical systems will be maintained to ensure 
that the data can be accessed. 
 
Access to information contained in information systems may be required for a variety of management purposes, 
including procedures where evidence is required, in which case the use of defined procedures needs to be 
observed in order to safeguard evidence and ensure legal compliance. Expert guidance will normally be sought. 
 
The company requires procedures to be observed in the operation and administration of information 
systems, and will implement a regime of monitoring, enforcement, and where necessary interception, to 
ensure this. 
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GDPR 

The General Data Protection Regulation is the first comprehensive overhaul and replacement of European data 
protection legislation in over twenty years and could be the most significant regulatory framework to hit organisations 
since Sarbanes-Oxley in 2002.  
 
Any organisation that holds data on EU citizens, regardless of where it is domiciled, within the EU or otherwise, is 
within scope.  Likewise, organisations processing data within the EU on any data subject, regardless of the data 
subject’s location, may be in scope. Compliance is mandatory.  

The GDPR contains 11 chapters and 99 articles. For the detailed information for each item, the website gdpr-
info.eu provides a breakdown of the regulation by chapter and article. 

In the interest of time and space, there are a lot of details and information in the GDPR that I am not going to cover. 
But, I wanted to point to a couple specific chapters of significance as these fundamentally change how data is 
handled today. 

Chapter 3 contains eleven articles that pertain to the rights of the data subject, a living individual to whom personal 
data relates. These articles define topics like; the right to be informed, the right of access, rectification, erasure, the 
right to object, etc. Of the all the rights listed, the right of erasure or “Right to be forgotten” is the most grey and open 
to interpretation. 

The Right of Erasure, Article 17, defines that a data subject has the right to have the controller erase personal data 
and take reasonable steps to inform 3rd parties to erase the data as well. No longer can you flag a user in your 
database as inactive or “do not contact.” According to the GDPR, this data now has to be purged from the system if 
the individual requests for that data to be removed. 

There are a lot of discussions around this particular article, as it is still a fairly grey area since it is not entirely known 
what will happen with regards to social media; can or should a data subject have the right to delete their social 
commentary/digital self or is that data considered public knowledge. It will be interesting to see how this will play out 
in the courts, as removing old posts, old accounts, and possibly trying to hide past your poor decisions has been 
desired for some time but raises a lot of moral and legal questions. 

Chapter 4 contains twenty articles that pertain to the roles and responsibilities of the data controllers and processors. 
These articles define topics like; data protection, security of processing, notification of breach, and sanctions. Under 
GDPR both controllers and processors can be held responsible in the event of negligence of personal data security 
or not complying with requirements. As discussed earlier in this post, sanctions applied could range from a warning 
all the way to 4% of the total annual turnover or €20 million, whichever is higher. 

Controllers and processors will have more stringent security controls enforced as well as being required to better 
define data flow and provide the functionality to meet all the requirements defined under chapter 3. 

 

HR Security 

Terms and Conditions 
 
All employees must comply with the company’s information security policies contained in this document, as well as 
the associated Codes of Practice and the General Conditions of Use of Computing and Network Facilities. This 
requirement will be included in the Conditions of Employment. 
 
If, after investigation in connection with a security incident, a user is found to have violated the company’s 
Information Security Policy and/or procedures, they may be disciplined in line with the company’s formal 
disciplinary process. 
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In accepting employment with the company, employees are agreeing that confidential or sensitive documents and 
data to which they will be given access as part of their responsibilities must be kept confidential (both during and 
after their employment with the company). As part of the induction process for new staff, managers must ensure 
that this is drawn to the attention of new staff who will be involved in the handling of confidential information. 

Recruitment and Contracts 
Where it is known that new company staff will be dealing with confidential or sensitive information as part of 
their duties, this should be referred to in their job description. 
 
All external suppliers, contractors, temporary staff and casual worker’s who are contracted to supply services to 
the company, and who will thereby require access to the company’s computing and network facilities or sensitive 
company information, must agree to follow the Information Security Policy of the company. An appropriate 
summary of the Information Security Policy must be formally delivered to any such supplier prior to any supply of 
services. It is the responsibility of the manager involved to ensure that each individual involved in the supply of 
services is made aware of the issues relating to information security. 
 

Leaving Staff 
 
When a member of staff leaves, their access to IT systems and computing facilities are to be withdrawn on the day 
that they leave; any exceptions to this must be authorised in advance by the Managing Director. These exceptions 
will need to take account of staff who are likely to be returning. Departing staff are to be treated sensitively, 
particularly with regard to the termination of their access privileges. 
 

Use of Computers and Access Control 

Access Control and Management 
 
Procedures for the registration and deregistration of users and for managing access to all information systems 
shall be established to ensure that all users access rights match their authorisations. These procedures shall 
be implemented only by suitably trained and authorised staff. 
 
All users shall have a unique identifier (user ID) for their personal and sole use for access to one or more of the 
company’s IT services. The user ID must not be shared with or used by anyone else, and associated passwords 
shall not be shared with any other person. 
 
Password management procedures shall be put into place to ensure the implementation of the requirements of the 
Information Security Policy. The selection of passwords, their use and management must adhere to the best 
practice guidelines specified in the Code of Practice on Password Usage and Management. 
 
Access control standards must be established for all information systems, at an appropriate level for each system 
which minimises information security risks yet allows company business activities to be carried out without undue 
hindrance. Access control standards will be reviewed for each information system at appropriate intervals. 
 
Access to all IT Services must be authorised by the Managing Director and appropriate IT Department Head 
responsible for the system and a record must be maintained of such authorisations, including the appropriate 
access rights or privileges granted. 
 
Procedures shall be established for IT services to ensure that users’ access rights are adjusted appropriately and 
in a timely manner, whenever there is a change in business need, staff change their role, or staff leave the 
company. Users’ access rights will be reviewed at appropriate intervals. 
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Use of Computers. Smart phones & other mobile systems  
 
Managers and staff responsible for PCs Lap tops. Smart phones and other IT equipment within the 
company must also be responsible for ensuring the equipment is safeguarded appropriately – especially 
when left unattended. 
 
It is the responsibility of a member of staff to take reasonable precautions against theft of confidential or sensitive 
information from a PC dedicated to their own use, or from the office where the PC is located. 
 
Files or documents downloaded from the internet, email attachments, portable media or any other electronic source 
must be treated with appropriate care to safeguard against both malicious code and inappropriate material. All such 
files must be scanned for possible malicious code before being opened, as detailed in the Code of Practice on Virus 
Management. 
 
Electronic mail must not be used to communicate confidential or sensitive information unless appropriate measures 
have been taken to ensure confidentiality, that it is correctly addressed and that the recipients are authorised to 
receive it. 
 
Any important information stored on devices such as a laptop or a PC’s local disk must be backed up at an 
appropriate frequency. 
 
Utmost care must be used when transporting files on removable media (e.g. disks, CDROMs and USB flash 
drives) to ensure that version control is correctly maintained, i.e. valid files are not overwritten, and incorrect or out 
of date information is not imported. 
 
Users are not permitted to install any software on to the company network; arrangements need to be made 
with IT Services. 
 

Third Party Access 

All external contractors or suppliers who are contracted to supply services to the company involving access 
to or use of the company hardware, software or sensitive information must agree to follow the company’s 
Information Security Policy. A summary of the Information Security Policy will be provided to any such 
supplier, prior to any supply of services. 
 
The company will assess the risk to its information and, where deemed appropriate because of the 
confidentiality, sensitivity or value of the information being disclosed or made accessible, the company will 
require external suppliers of services to sign a confidentiality (Non-Disclosure) agreement to protect its 
information assets. 
 
Persons responsible for agreeing maintenance and support contracts will ensure that the contracts being 
signed are in accord with the content and spirit of the company’s Information Security Policy. 
 
Any facilities management, outsourcing or similar company with which the company may do business must 
be able to demonstrate compliance with the company’s Information Security Policy. 
 

Information Handling 

Inventory and Asset Classification 
 
An inventory will be maintained of all the company’s major information assets and the ownership of each asset 
will be clearly stated. This is reflected from the Disaster Recovery Policy 
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Classified information and outputs from systems handling classified data must be appropriately labelled according 
to the output medium. 

Disposal of Equipment with Sensitive Data 
 
When permanently disposing of equipment containing storage media, all sensitive data and licensed software will 
be irretrievably deleted either before the equipment is moved offsite, or by utilising an approved 3rd party off-site 
service. 
 
Damaged storage devices containing confidential or sensitive data will undergo appropriate risk assessment, to 
determine if the device should be destroyed, repaired or discarded. Such devices will remain the property of the 
company and only be removed from site with the permission of the IT Services. 
 
The company advocates a clear desk and screen policy particularly when employees are absent from their normal 
desk and outside normal working hours. In addition, screens on which confidential or sensitive information is 
processed or viewed should be appropriately sited in such a way that they cannot be viewed by unauthorised 
persons. 
 
Any third party used for external disposal of the company’s obsolete information- bearing equipment or hardcopy 
material must be able to demonstrate compliance with the company’s Information Security Policy. 
 

Handling Confidential Data and Documents 
 
Removal off site of the company sensitive information assets, either printed or held on computer storage media, 
should be properly authorised by the Director of department. Prior to authorisation, a risk assessment based on the 
criticality of the information asset should be carried out. 
 
All users of information systems must manage the creation, storage, amendment, copying and deletion or 
destruction of data files in a manner which safeguards and protects the confidentiality, integrity and availability of 
such files. 
 
Confidential or sensitive data should only be accessed from equipment in secure locations and files must never 
be printed on a networked printer that does not have adequate protection or security. 
 
All employees are required to be made aware of the risk of breaching confidentiality associated with the copying 
(including photocopying or other duplication) of confidential or sensitive documents. Authorisation for copying such 
documents should be obtained from the appropriate Line Manager. 
 
All hardcopy documents of a confidential or sensitive nature are to be shredded or disposed of as confidential waste 
when no longer required. Approved software deletion methods must be employed for similar electronic documents, if 
you are unsure about whether you have deleted a document, then contact IT Services. 
 
Prior to sending confidential or sensitive information/documents to third parties, not only must the intended recipient 
be appropriately authorised to receive such information, but the procedures and information security measures 
adopted by the third party must also continue to assure the confidentiality and integrity of the information. 
 
Sensitive data or information, may only be transferred across networks, or copied to other media, when the 
confidentiality and integrity of the data can be reasonably assured. 
Staff participating in conference and videoconference must be made aware of the information security issues 
involved. 
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Communication by Email, Fax and Telephone 
 
Email addresses and fax telephone numbers should be checked carefully prior to transmission, especially where 
the information content is confidential or sensitive, or where the disclosure of email addresses or other contact 
information to the recipients is a possibility. 
 
The identity of recipients or requesters of sensitive or confidential information over the telephone must be 
verified and they must be authorised to receive it. 
 
Email should only be used for business purposes in a way which is consistent with other forms of business 
communication. The attachment of data files to an email is only permitted after confirming the confidentiality 
classification of the information being sent and checking that the document will have been scanned for the 
possibility of a virus or other malicious code. 
 

Use of Encryption 
 
Policy on encryption controls will be developed with procedures to provide appropriate levels of protection to 
sensitive information whilst ensuring compliance with statutory, regulatory and contractual requirements. 
 
Procedures shall be established to ensure that authorised staff may gain access, when needed, to any important 
business information being held in encrypted form. 
 
The confidentiality of information being transferred on portable media or across networks must be protected by 
use of appropriate encryption techniques. 
 
Encryption shall be used whenever appropriate on all remote access connections to the company’s network and 
resources. 
 
Procedure for the management of electronic keys, to control both the encryption and decryption of sensitive 
documents or digital signatures, must be established to ensure the adoption of best practice guidelines and 
compliance with both legal and contractual requirements. 

Network Management and Remote Access 

Network Management 
 
The company’s network shall be managed by suitably authorised and qualified staff to oversee its day to day 
running and to preserve its security and integrity. All network management staff shall be given relevant training 
in information security issues. 
 
The network must be designed, configured and operated to deliver high performance, reliability and availability to 
meet the company’s needs whilst providing a high degree of flexibility to maintain security controls and a range of 
appropriate levels of quality of service. 
 
The network should be segregated where appropriate into separate logical sub- networks taking account of 
security requirements, with routing and access controls operating between the sub-networks. Appropriately 
configured firewalls and other security mechanisms where appropriate shall be used to protect the sub-networks 
supporting the company’s business critical systems. 
 
Access to resources on the network must be strictly controlled to prevent unauthorised access and access control 
procedures must provide adequate safeguards through robust identification and authentication techniques. Access 
to the network, and all computing and information systems and peripherals shall be restricted unless explicitly 
authorised. 
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Devices may only be connected to the network with the prior approval of an authorised member of staff within IT 
Services. It must also first be registered with IT Services before being connected. 
 
Moves, changes and other reconfigurations of network access points will only be carried out by staff authorised 
by the Director of IT Services according to agreed procedures. 
 
Implementation of new or upgraded network software or firmware must be carefully planned and 
managed. Formal change control procedures, with audit trails, shall be used for all changes to 
business critical systems or network components.  All changes must be tested and authorised before 
being implemented in the live environment. 
 
The network infrastructure must be adequately configured and safeguarded against both physical attack and 
unauthorised intrusion. 
 

Remote Access to Company Computing Facilities 
 
Persons who will be doing part or all of their computing work at a location outside the company must be authorised 
to do so by an appropriate manager and the Director of IT Services.  Consideration to the risks involved based on 
the criticality of the information assets being used, and the type of proposed remote location. Factors which will 
need to be taken into account include protection of confidential information, software licensing, and any legal 
issues. 
 
Remote access to resources on the network will be made available only through authorised entry points, normally 
through the site firewall. Remote access to non-public resources will be subject to authentication and other security 
mechanisms. 
 
Users of remote access must follow the agreed security procedures at all times as specified in the Code of Practice 
on Remote Access to Computing Facilities, which advises users how remote computing equipment should be used 
to conform to the company’s Information Security Policy. 
 

Systems Operation and Management 

Operations Policy 
 
Offices and other areas where sensitive or critical information is processed shall be given an appropriate level of 
physical security and access control. 
 
All persons, whether staff or contractors, with authorisation to enter areas where sensitive or critical information is 
processed are to be provided with information on the potential security risks and the requirement to comply with 
the Information Security Policy. 
 
The procedures for the operation and administration of all systems and activities forming part of or related to the 
company computing and network facilities must be documented by those responsible for them, with the procedures 
and documents being reviewed and maintained at appropriate intervals. Where practical to do so, the users of the 
procedures should be involved in this review process. IT Services will assist Department Heads in creating their 
office management procedures in regards to IT, on request. 
 
Procedures will be established and widely communicated for the reporting of security incidents and suspected 
security weaknesses in the company’s business operations and computing and network facilities. Mechanisms 
shall be in place to monitor and learn from those incidents. 
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Procedures will be established for the reporting of software system malfunctions and faults in the company’s 
computing and network facilities. Faults and malfunctions shall be logged and monitored and timely corrective 
action taken. 
 
Changes to operational procedures must be assessed to ensure ongoing compliance with the 
requirements of information security and must have approval from appropriate Department Head. 
 
Development and testing facilities for business critical systems shall be separated from operational facilities where 
economically feasible, and the migration of software from development to operational status shall be subject to 
formal change control procedures. 
 
Exceptions to this will be specifically approved by the Director of IT, and documented with reference to the level of 
risk which has thereby been accepted. 
 
The security risks to the information assets of all system deployment and development projects shall be assessed 
and access to those assets shall be controlled. This will include all aspects of integration with existing systems. 
 
Disaster Recovery Plan will be prepared, documented and tested for existing and new operational systems, at an 
appropriate level of detail commensurate with the complexity of the system and the assessed level of criticality for 
the business of the company. This documentation should encompass any recorded exceptions based on risks 
assessed and management approval given. 
 
Acceptance criteria for new information systems, upgrades and new versions shall be established and suitable 
tests of the system carried out prior to migration to operational status. Tests involving live data or periods of 
parallel running may only be permitted where adequate controls for the security of the data are in place. 
 
Procedures shall be established to control the development and deployment of all operational systems. 
 

System Management 
 
The company’s systems shall be managed by suitably trained and qualified staff to oversee their day to day running 
and to preserve security and integrity in collaboration with IT Services. All systems management staff shall be given 
relevant training in information security issues. 
 
Within the information inventory each system or service will be classified according to its criticality in terms 
of impact in the event of loss of system on the company’s business, as reflected from the Disaster 
Management Policy. 
 
Access controls shall be maintained at appropriate levels for all systems by ongoing proactive management and 
any changes of access permissions must be authorised by the appointed manager of the system or application. 
A record of access permissions granted must be maintained. 
 
Access to all information systems, excluding publicly accessible data sources, shall use a secure logging-on 
process. Access to information systems is to be logged and monitored where appropriate to identify potential 
misuse of systems or information. 
 
Password management procedures shall be put into place to meet the requirements of the 
Information Security Policy and to assist users in complying with the Code of Practice on Password 
Usage and Management. 
 
Authorised staff will be permitted to perform systems administration or management functions. Use of commands 
to perform these functions should be logged and monitored where it is considered appropriate and feasible to do 
so. 
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Formal change control procedures, with audit trails, shall be used for all changes to business critical systems. All 
such changes must be risk assessed and authorised by the Director of IT before being moved to the live 
environment. 
 
Capacity demands of systems supporting business processes shall be monitored where practical, and 
projections of future capacity requirements made to enable adequate processing power, storage and network 
capacity to be made available. 
 
Security event logs, operational audit logs and error logs must be reviewed and managed by qualified staff. 
 

System planning 
 
New information systems, or upgrades to existing systems, must be authorised jointly by the manager(s) 
responsible for the information and IT Services. The authorisation process must take account of security 
requirements. 
 
Equipment supporting the company’s systems shall be planned to ensure that adequate processing power, storage 
and network capacity are available for current and projected needs, all with appropriate levels of resilience and 
fault tolerance. Equipment shall be correctly maintained. 
 
Equipment supporting the company’s systems shall be given adequate protection from unauthorised access, 
environmental hazards and electrical power failures. 
 
Access controls for all information and information systems are to be set at appropriate levels in 
accordance with the value of the information assets being protected. 
 
Prior to acceptance, all new or upgraded systems shall be tested and the results documented to ensure that they 
comply with the company’s Information Security Policy requirements for ongoing information security 
management. 
 

Business Continuity Management (As detailed by the Disaster Recover Policy) 
 
The company will maintain a co-ordinated approach to the assessment of business continuity requirements across 
the company, and the identification of appropriate areas for further action. 
 
A formal risk assessment exercise will be conducted to classify all systems according to their level of criticality to 
the company and to determine where business continuity planning is needed. 
 
A Business Continuity Plan will be developed with provision for each system or activity identified in 8.2 where 
the need has been established. The nature of the plan and the actions it contains will be commensurate with the 
criticality of the system or activity to which it relates. 
 
Each Business Continuity Plan will be periodically tested, with the frequency of testing defined according to 
the appropriate criticality level. 
 
Each Business Continuity Plan and its distribution will be reviewed, and if necessary updated. The frequency of 
reviews will be as defined for the appropriate criticality level. 
 
All relevant staff will receive appropriate training to be able to carry out their roles with respect to Business 
Continuity Plans. 
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IT Services is responsible for backing up business critical systems, Users should ensure that they maintain a 
suitable backup for non-critical data. The Manager of IT, with the assistance of the Network Team is 
responsible for ensuring that the frequency of such backup operations and the procedures for recovery meet 
the needs of the business. 
 
The archiving of information and documents must take place with due consideration for legal, regulatory and 
business issues, with liaison between technical and business staff. 
 


